	ATTACHMENT B: STATE OF UTAH STANDARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS
This is for a contract of information technology procurement items and must be accompanied by the State of Utah Standard Terms and Conditions. The definitions in Attachment A apply to this Attachment.
1. DEFINITIONS:
a. “Access to Secure State Facilities, Data, and Technology” means Contractor will (A) enter upon secure premises controlled, held, leased, or occupied by the State of Utah; (B) maintain, develop, or have access to any deployed hardware, software, firmware, or any other technology, that is in use by the State of Utah; or (C) have access to or receive any State Data or Confidential Information during the course of performing this Contract.
b. “Authorized Persons” means the Contractor’s employees, officers, partners, Subcontractors or other agents of Contractor who need to access State Data to enable the Contractor to perform its responsibilities under this Contract. 
c. “Custom Deliverable” means the Work Product that Contractor is required to deliver under this Contract. 
d. “Data Breach” means the unauthorized access by a non-authorized person(s) which results in unauthorized acquisition of State Data and compromises the security, confidentiality, or integrity of State Data. It is within State Entity’s sole discretion to determine whether the unauthorized access is a Security Incident or a Data Breach.
e. “Federal Criminal Background Check” means an in depth background check conducted and processed by the FBI that covers all states. Federal Criminal Background Check reports will show if applicant has had any criminal cases filed against them that violated federal criminal law.
f. “Non-Public Data” means data, other than personal data, that is not subject to distribution to the public as public information. It is deemed to be sensitive and confidential by the State of Utah and the federal government because it contains information that is exempt by state, federal and local statutes, ordinances, or administrative rules from access by the general public as public information. 
g. “Personal Data” means data that includes information relating to a person that identifies the person by a person’s first name or first initial and last name and has any of the following personally identifiable information (PII): government-issued identification numbers (e.g., Social Security, driver’s license, passport); financial account information; including account number, credit or debit card numbers; or protected health information (PHI) relating to a person. 
h. “Protected Health Information” (PHI) means individually identifiable health information transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer.
i. “Security Incident” means the potentially unauthorized access by non-authorized persons to State Data that Contractor believes could reasonably result in the use, disclosure or theft of State Data within the possession or control of the Contractor. A Security Incident may or may not turn into a Data Breach. It is within the State Entity’s sole discretion to determine whether the unauthorized access is a Security Incident or a Data Breach.
j. “State Data” means all Confidential Information, Non-Public Data, Personal Data, and Protected Health Information that is created or in any way originating with the State of Utah whether such data or output is stored on the State of Utah’s hardware, Contractor’s hardware, or exists in any system owned, maintained or otherwise controlled by the State of Utah or by the Contractor. State Data also includes any federal data, that the State of Utah controls or maintains that is protected under federal laws, statutes, and regulations.
k. “Work Product” means every invention, modification, discovery, design, development, customization, configuration, improvement, process, software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Contractor or Contractor’s Subcontractors (either alone or with others) pursuant to this Contract. Notwithstanding anything in the immediately preceding sentence to the contrary, Work Product does not include any State of Utah or State Entity intellectual property, Contractor’s intellectual property (that it owned or licensed prior to this Contract) or Third Party intellectual property.
2. CONTRACTOR ACCESS TO SECURE STATE FACILITIES, STATE DATA, AND TECHNOLOGY: If an employee of Contractor or a Subcontractor is required to complete a Federal Criminal Background Check or said employee of Contractor or a Subcontractor will have Access to Secure State Facilities, State Data, and Technology, Contractor shall provide State Entity with sufficient personal information (at Contractor’s own expense) so that a Federal Criminal Background Check may be completed by State Entity, at State Entity’s expense. 
3. DRUG-FREE WORKPLACE: Contractor agrees to abide by the State Entity’s drug-free workplace policies while on the State Entity’s premises. The State Entity will provide Contractor with a copy of these written drug-free workplace policies upon request.
4. CODE OF CONDUCT: If Contractor is working at facilities controlled or owned by the State of Utah, Contractor agrees to follow and enforce the State Entity’s applicable code of conduct. 
5. SOFTWARE WARRANTY: Contractor warrants that for a period of ninety (90) days from the date of Acceptance that the software portions of the Procurements Items, that Contractor licenses, contracts, or sells to the State Entity under this Contract, will: (a) perform in accordance with the specific claims provided in the Response and any specifications agreed to in writing between the State Entity and Contractor; (b) be suitable for the ordinary purposes for which such software is used; (c) be suitable for any special purposes that the State Entity has relied on Contractor’s skill or judgment to consider when it advised the State Entity about the software in its Response; (d) have been properly designed and manufactured; and (e) be free of significant defects or unusual problems about which the State Entity has not been warned. Contractor shall use commercially reasonable efforts to provide work-around solutions or patches to reported software problems.
6. UPDATES AND UPGRADES: Contractor grants to the State Entity a non-exclusive, non-transferable license to use upgrades and updates provided by Contractor during the term of this Contract. Such upgrades and updates are subject to the terms of this Contract. The State Entity shall download, distribute, and install all updates as released by Contractor during the Contract Period.
7. TECHNICAL SUPPORT AND MAINTENANCE: If technical support and maintenance is a part of the Procurement Item that Contractor provides under this Contract, Contractor will use commercially reasonable efforts to respond to the State Entity in a reasonable time.
8. SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor is given State Data as part of this Contract, the protection of State Data shall be an integral part of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use of State Data. To the extent that Contractor is given State Data, Contractor shall safeguard the confidentiality, integrity, and availability of the State Data and comply with the conditions outlined below. The State Entity reserves the right to verify Contractor’s adherence to the following conditions to ensure they are met during the life of the Contract:
1. Network Security: Contractor agrees at all times to maintain network security that - at a minimum - includes:  network firewall provisioning, intrusion detection, and regular third party penetration testing. Contractor also agrees to maintain network security that conforms to one of the following:
(1)  Those standards the State of Utah applies to its own network, found outlined in DTS Policy 5000-0002 Enterprise Information Security Policy (copy available upon request);
(2)  Current standards set forth and maintained by the National Institute of Standards and Technology, including those at: http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf; or
(3)  Any generally recognized comparable standard that Contractor then applies to its own network and is approved by the State Entity in writing.
2. State Data Security: Contractor agrees to protect and maintain the security of State Data with protection that is at least as good as or better than that maintained by the State of Utah as identified in DTS Policy 5000-0002. These security measures include but are not limited to maintaining secure environments that are patched and up to date with all appropriate security updates as designated (ex. Microsoft Notification). The State Entity reserves the right to determine if Contractor’s level of protection adequately meets the State Entity’s security requirements.
3. State Data Transmission: Contractor agrees that any and all transmission or exchange of system application data with the State Entity shall take place via secure means (ex. HTTPS or FTPS).
4. State Data Storage: Contractor agrees that all State Data will be stored and maintained in data centers in the United States. Contractor agrees that no State Data at any time will be processed on or transferred to any portable or laptop computing device or any portable storage medium, except for devices that are used and kept only at Contractor’s United States data centers, unless such medium is part of the Contractor's designated backup and recovery process. Contractor shall permit its employees and Subcontractors to access non-State Data remotely only as required to provide technical support. Contractor may provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited by this contract.
5. State Data Encryption: Contractor agrees to store all data provided to Contractor, including State, as well as any backups made of that data, in encrypted form using no less than 128 bit key and include all data as part of a designated backup and recovery process.
6. Password Protection: Contractor agrees that any portable or laptop computer that has access to the State Entity or State of Utah network, or stores any State Data is equipped with strong and secure password protection.    
7. State Data Re-Use: Contractor agrees that any and all data exchanged shall be used expressly and solely for the purpose enumerated in this Contract. Contractor further agrees that no State Data of any kind shall be transmitted, exchanged, or otherwise passed to other Contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Entity. 
8. State Data Destruction: The Contractor agrees that upon expiration or termination of this Contract it shall erase, destroy, and render unreadable all State Data from all non-state computer systems and backups, and certify in writing that these actions have been completed within thirty (30) days of the expiration or termination of this Contract or within seven (7) days of the request of the State Entity, whichever shall come first, unless the State Entity provides Contractor with a written directive. It is understood by the parties that the State Entity’s written directive may request that certain data be preserved in accordance with applicable law.
9. Services Shall Be Performed Within United States: Contractor agrees that all of the services related to State Data will be performed by Contractor and Subcontractor(s) within the borders and jurisdiction of the United States.
9.	SECURITY INCIDENT NOTIFICATION: Contractor shall immediately inform the State Entity of any Security Incident. Contractor may need to communicate with outside parties regarding a Security Incident, which may include contacting law enforcement and seeking external expertise as mutually agreed upon, defined by law or contained in this Contract. Discussing Security Incidents with the State Entity should be handled on an urgent, as-needed basis as part of Contractor’s communication and mitigation processes, defined by law or contained in this Contract.
10.	DATA BREACH RESPONSIBILITIES: Contractor agrees to comply with all applicable laws that require the notification of individuals in the event of a Data Breach or other events requiring notification in accordance with DTS Policy 5000-0002 Enterprise Information Security Policy (copy available upon request). Contractor shall immediately inform the State Entity of any Data Breach. In the event of a Data Breach or other event requiring notification under applicable law (Utah Code § 13-44-101 thru 301 et al), Contractor shall: (a) cooperate with the State Entity by sharing information relevant to the Data Breach; (b) promptly implement necessary remedial measures, if necessary; (c) document responsive actions taken related to the Data Breach, including any post-incident review of events and actions taken to make changes in business practices in relation to the Data Breach; and (d) in accordance with applicable laws indemnify, hold harmless, and defend the State Entity and the State of Utah against any claims, damages, or other harm related to such Data Breach. If the Data Breach requires public notification, all communication shall be coordinated with the State Entity. Contractor shall be responsible for all notification and remedial costs and damages.
11. STATE INFORMATION TECHNOLOGY POLICIES: If applicable, Contractor agrees to comply with the following State of Utah Department of Technology Policies which are available upon request:
1. DTS Policy 4000-0001, Enterprise Application and Database Deployment Policy: The Enterprise Application and Database Deployment Policy requires any Contractor developing software for the State to develop and establish proper controls that will ensure a clear separation of duties between developing and deploying applications and databases to minimize security risk; to meet due diligence requirements pursuant to applicable state and federal regulations; to enforce contractual obligations; and to protect the State's electronic information and information technology assets. 
2. DTS policy 4000-0002, Enterprise Password Standards Policy: Any Contractor developing software for the State must ensure it is built to follow the password requirements outlined in the Enterprise Password Standards Policy. 
3. DTS Policy 4000-0003, Software Development Life Cycle Policy: The Software Development Life Cycle Policy requires any Contractor developing software for the State to work with DTS in implementing a Software Development Lifecycle (SDLC) that addresses key issues of security, accessibility, mobile device access, and standards compliance. 
4. DTS Policy 4000-0004, Change Management Policy: Per the Change Management Policy, any Goods or Custom Deliverables furnished or Services performed by Contractor which have the potential to cause any form of outage or to modify DTS’s or the State of Utah’s infrastructure must be reviewed by the DTS Change Management Committee. Following this notification, any outages or Data Breaches which are a direct result of Contractor’s failure to comply with DTS instructions and policies following notification will result in Contractor’s liability for any and all damages resulting from or associated with the outage or Data Breach. 
12. ELECTRONIC DELIVERY: Contractor may electronically deliver any Procurement Item to the State Entity or provide any Procurement Item for download from the Internet, if approved in writing by the State Entity. Contractor must take all reasonable and necessary steps to ensure that the confidentiality of those electronic deliveries is preserved in the electronic delivery process, and is reminded that failure to do so may constitute a breach of obligations owed to the State Entity under this Contract. Contractor warrants that all electronic deliveries will be free of known, within reasonable industry standards, malware, bugs, Trojan horses, etc. Any electronic delivery that includes State Data that Contractor processes or stores must be delivered within the specifications of this Contract.
13. 	OWNERSHIP IN CUSTOM DELIVERABLES: In the event that Contractor provides Custom Deliverables to the State Entity, pursuant to this Contract, Contractor grants the ownership in Custom Deliverables, which have been developed and delivered by Contractor exclusively for the State Entity and are specifically within the framework of fulfilling Contractor’s contractual obligations under this Contract. Custom Deliverables shall be deemed work made for hire, such that all intellectual property rights, title and interest in the Custom Deliverables shall pass to the State Entity. To the extent that the Custom Deliverables are not recognized as work made for hire, Contractor shall assign to the State Entity any and all copyrights in and to the Custom Deliverables, subject to the following:
1. Contractor has received payment for the Custom Deliverables,
2. Each party will retain all rights to patents, utility models, mask works, copyrights, trademarks, trade secrets, and any other form of protection afforded by law to inventions, models, designs, technical information, and applications (“Intellectual Property Rights”)  that it owned or controlled prior to the effective date of this contract or that it develops or acquires from activities independent of the services performed under this contract (“Background IP”), and
3. Contractor will retain all right, title, and interest in and to all Intellectual Property Rights in or related to the services, or tangible components thereof, including but not limited to (a) all know-how, intellectual property, methodologies, processes, technologies, algorithms, software, or development tools used in performing the Services (collectively, the “Utilities”), and (b) such ideas, concepts, know-how, processes and reusable reports, designs, charts, plans, specifications, documentation, forms, templates, or output which are supplied or otherwise used by or on behalf of Contractor in the course of performing the Services or creating the Custom Deliverables, other than portions that specifically incorporate proprietary or Confidential Information or Custom Deliverables of the State Entity (collectively, the “Residual IP”), even if embedded in the Custom Deliverables.
Contractor agrees to grant to the State Entity a perpetual, irrevocable, royalty-free license to use Contractor’s Background IP, Utilities, and Residual IP, as defined above, solely for the State Entity and the State of Utah to use the Custom Deliverables. The State Entity reserves a royalty-free, nonexclusive, and irrevocable license to reproduce, publish, or otherwise use and to authorize others to use, for the State Entity’s and the State of Utah’s internal purposes, such Custom Deliverables. 
14. 	PROTECTION AND USE OF RECORDS: The State Entity shall own exclusive title to all information gathered, reports developed, and conclusions reached in performance of this Contract. Contractor may not use, except in meeting its obligations under this Contract, information gathered, reports developed, or conclusions reached in performance of this Contract without the express written consent of the State Entity. 
15.	RETURN OF DOCUMENTS AND DATA: All documents and data pertaining to work required by this Contract will be the property of the State Entity, and must be delivered to State Entity within thirty (30) working days after termination or expiration of this Contract, regardless of the reason for contract termination, and without restriction or limitation to their future use. Any documents and data that may be returned under provisions of this Section must either be in the format as originally provided, or in a format that is readily usable by the State Entity or that can be formatted in a way that it can be used. The costs for returning documents and data to the State Entity are included in this Contract.
16. SURVIVORSHIP: Any terms that by their nature would survive the expiration of, completion, or termination of this contract shall survive.
17.	COMPLIANCE WITH ACCESSIBILITY STANDARDS: Contractor shall comply with and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973. Contractors must also adhere to Utah Administrative rule R895-14-1-3-3, which states that vendors developing new websites or applications are required to meet accessibility guidelines subject to rule R895 and correct any items that do not meet these guidelines at no cost to the agency; and Rule R895-14-1-4-2, which states that vendors proposing IT products and services shall provide Voluntary Product Accessibility Template® (VPAT™) documents. 
18. RIGHT TO AUDIT: Contractor agrees to, upon written request, permit the State Entity, or a third party designated by the State Entity, to perform an assessment, audit, examination, or review of all of Contractor’s sites and environments - including physical, technical, and virtual sites and environments - in order to confirm Contractor’s compliance with this Contract; associated Scopes of Work; and applicable laws, regulations, and industry standards. 
If Services are applicable to this Contract, the following terms and conditions apply to this Contract:
19. TIME IS OF THE ESSENCE: The Procurement Items shall be completed by any applicable deadline stated in this Contract. For all services, time is of the essence. Contractor shall be liable for all damages to the State Entity and the State of Utah, and anyone for whom the State of Utah may be liable, as a result of Contractor’s failure to timely complete the services required under this Contract.
20.	STANDARD OF CARE: The services of Contractor and its Subcontractors shall be performed in accordance with the standard of care exercised by licensed members of their respective professions having substantial experience providing similar services which similarities include the type, magnitude, and complexity of the services that are the subject of this Contract. Contractor shall be liable to the State Entity and the State of Utah for claims, liabilities, additional burdens, penalties, damages, or third party claims (i.e. another Contractor’s claim against the State of Utah), to the extent caused by wrongful acts, errors, or omissions that do not meet this standard of care.
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